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Improving the Reliability of Host Machine with Driver Isolation
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Abstract: An approach to improve the reliability of the host machines with driver isolation is
proposed to solve the problem that the driver fault crashes the host machines and its virtual
machines. The approach is based on the protection domain of the pre-developed architecture
StyleBox and extends it to isolate the driver with complex interfaces. For detail, it creates
wrapper functions for the complex interactive interfaces between the driver and the kernel, limits
the driver running in the protection domain, and provides private memories for isolated drivers to
support the driver’ s normal operation in the protection domain. Experimental results on a
Linux2. 6. 28. 10 host machine kernel that is modified using the proposed approach show that the
approach successfully detects 90. 63% of the faults, which are randomly injected to the network
driver and damage the host machines kernel, and isolates 67.5% of them, and that the reliability
of host machines is improved.
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